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b.

Autenticacao remota de usuarios com senhas

%

Maioria dos usuarios na Internet possuem
de 70 a 80 senhas

55% diz usar apenas a memoria para
lembrar das senhas

Tamanho dasenhade 6 a 8 caracteres
"123456" ainda é a senha mais popular

Dados pessoais (i.e. data nascimento) sao
geralmente usados como senhas

10.

90% das pessoas tem medo de perderem
suas senhas

b52% recuperam regularmente suas
senhas

Senhas fracas sao causa de 81% dos
vazamentos de dados

Apenas 45% trocaram suas senhas apoés
um vazamento de dados

657% nao confiam nos gerenciadores de
senha

10 Password Statistics In 2022 That May Shock You. Locker.io, 29/12/2022.



Autenticacao remota com dois fatores (2FA)

Combine fatores de diferentes categorias
e Aquilo que vocé sabe

o senha tore
e Aquilo que vocé possui
o telefone, token criptografico |
. n s Autenticagéo Segundo fator
e Aquilo quevocéé — ; 20TP

i . FEIEMEE
o dados biomeétricos

Um dos fatores deve ser

resistente a phishing B
(NIST, 2017) e OTP ndo é resistente a phishing (=)

e (OTP gera muito atrito com o usuario

https://www.microsoft.com/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-entry-point-to-further-financial-fraud



FIDO passkeys

Autenticacao remota de usuarios sem senha e sem atrito

)

Baseado em criptografia de Seqguro contra vazamento Passkeys salvas nos
chave publica de dados dispositivos do usuario
Um par de chaves por Seqguro contra phishing Autenticacao biomeétrica
provedor de servico local no dispositivo

Garante a privacidade



Sincronizadas por diferentes dispositivos

%

e Podem ser sincronizadas por todos
os dispositivos do usuario

e Pode ser usada entre dispositivos
de diferentes ecossistemas

e Requer proximidade dos
dispositivos para autenticacao
cruzada




Criando uma conta usando passkeys
https://www.passkeys.io

Escolha o nome de usuario

@0 ® []rPrivate < >

o :
at? Passkeys.io oy Hanko

How to use the demo? Learn more.

Sign in or sign up

‘ forumrnp2023 @example.org | ]

— or —_—

[ Sign in with a passkey ]




Criando uma conta usando passkeys
https://www.passkeys.io

Escolha o nome de usuario Autentique com sua biometria

®@O®@® ({Jrrivate < > @ passkeys.io Nl + > B0 private < > @ passkeys.io Nl -+~ >

o : ® .
at? Passkeys.io oy Hanko a? Passkeys.io by Hanko

a? Sign In Cancel
How to use the demo? Learn more.

Use Touch ID to sign in?

A passkey for “forumrnp2023@example.org” will be saved in

Sign in or Sign up iCloud Keychain and available on all your devices.

‘ forumrnp2023 @example.org | ]

Continue with Touch ID
SULECTLE

[ Sign in with a passkey ] Skip




Criando uma conta usando passkeys
https://www.passkeys.io

Escolha o nome de usuario Autentique com sua biometria Bem vindo!

®@O®@® ({Jrrivate < > @ passkeys.io Nl + > B0 private < > @ passkeys.io G ¢ S ®@O®® [{]rPrivate < > @ passkeys.io Nl + >

® . [ ] . [ R
at? Passkeys.io oy Hanko a? Passkeys.io by Hanko at Passkeys.io oy Hanko

a? Sign In Cancel
How to use the demo? Learn more. You have successfully created a demo account.

Use Touch ID to sign in?

A passkey for “forumrnp2023@example.org” will be saved in

Sign in or Sign up iCloud Keychain and available on all your devices. Emails

Your email addresses are used for communication and
‘ forumrnp2023 @example.org | ] authentication.

Continue with Touch ID
Other Options forumrnp2023@example.org - unverified >

Passkeys

[ Sign in with a passkey ] Skip

Your passkeys allow you to sign in to this account.




Autenticando usando passkeys
https://www.passkeys.io

Clique para autenticar

@®@® [[Jrrivate < >

[ ) .
a? Passkeys.io by Hanko

Try the passkey demo

How to use the demo? Learn more.

Sign in or sign up

Email }

- or -

—

Sign in with a passkey K |




Autenticando usando passkeys
https://www.passkeys.io

Clique para autenticar Escolha a passkey desejada

@®@® [[Jrrivate < > @ passkeys.io Nl + > B0 private < > & passkeys.io Gy C Y

° : ® 2
a? Passkeys.io by Hanko = a? Passkeys.io by Hanko =

a? Signin Cancel
Try the passkey demo

How to use the demo? Learn more. Use Touch ID to sign in?

®_ forumrnp2023@example.org
0 at

Passkey for "“www.passkeys.io"

teste@email.com

. . . [
Slgn Il'l Or Slgn up .? Passkey for "“www.passkeys.io”

= |

Continue with Touch ID

Continue Other Sign In Options

Powered by Hanko.io

or

[ Sign in with a passkey K |




Autenticando usando passkeys
https://www.passkeys.io

Clique para autenticar Escolha a passkey desejada Bem vindo!

@®@® [[Jrrivate < > @ passkeys.io Nl + > O private < > @ passkeys.io o M) » @®@® [J]rrivate < > & passkeys.io Nl + >

[ s [ ] 4 [ “
a? Passkeys.io by Hanko = a? Passkeys.io vy Hanko = af Passkeys.io by Hanko =
a? Signin Cancel
Try the passkey demo Your email addresses are used for communication and
authentication.

How to use the demo? Learn more. Use Touch ID to sign in?

forumrnp2023@example.org - unverified >
o ®_ forumrnp2023@example.org
.? Passkey for "“www.passkeys.io"
H H H ®_ teste@email.com + Add email

Slgn Il'l Or Slgn up .? Passkey for "“www.passkeys.io”

Passkeys
[ Email }

Your passkeys allow you to sign in to this account.

Continue with Touch ID

Continue i i

Powered by Hanko.io

or + Add passkey

[ Sign in with a passkey K |




Autenticando cruzada com smartphone e computador '
https://www.passkeys.io

Clique para autenticar Escolha a passkey desejada

@®@® [[Jrrivate < > + M O private < > @ passkeys.io H ¢ )

:? Passkeys.io by Hanko = } ~
a? SignIn Cancel
Try the passkey demo

I,
How to use the demo? Learn more. Use Touch ID to sign in?

@AY Passkey for “www.passkeys.io”

® _ forumrnp2023@example.org
@Bt Passkey for “www.passkeys.io”

ae'  iPhone, iPad, or Android device

Slgn Il'l Or Slgn up ° G use passkey from a device with a camera
o ) Security key
) Use an external security key
Email

or 7/ B —————————

[ Sign in with a passkey K |




Autenticando cruzada com smartphone e computador '
https://www.passkeys.io

Clique para autenticar Escolha a passkey desejada Use a camera do celular

@®@® [[Jrrivate < > + M B0 private < > @ passkeys.io H ¢ ) ) private < > @ passkeys.io ) ¢ »

J Signin Cancel

Re

[ ) .
a? Passkeys.io by Hanko =

. .
Cancel
-t Slgn In Scan this QR code with a device running iOS 16 or
later, or another compatible device, to sign in to
“www.passkeys.io".

Try the passkey demo

I,
How to use the demo? Learn more. Use Touch ID to sign in?

@AY Passkey for “www.passkeys.io”

® _ forumrnp2023@example.org
.? Passkey for “www.passkeys.io”

. . . Mag  iPhone, iPad, or Android device

Slgn Il'l Or Slgn up ° G use passkey from a device with a camera
o ) Security key

} Use an external security key

[ Email

or 7/ B —————————

[ Sign in with a passkey K |




Autenticando cruzada com smartphone e computador '
https://www.passkeys.io

Escolha a passkey desejada Bem vindo!

@®@® [[Jrrivate < > @ passkeys.io 2 » B0 private < > @ passkeys.io M) > ®@®® [{JPrivate < > @ passkeys.io ta ¢ I

[ J . [ ) [ -
a? Passkeys.io by Hanko = a af Passkeys.io by Hanko =
a? SignIn Cancel
Try the passkey demo Your email addresses are used for communication and
ign in? authentication.
How to use the demo? Learn more. Use Touch ID to sign in?
Y Fesierinr WS forumrnp2023@example.org - unverified >

® _ forumrnp2023@example.org
.? Passkey for “www.passkeys.io”

. . ) . + Add email
. . A ae'  iPhone, iPad, or Android device
Slgn Il'l Or Slgn up ° G use passkey from a device with a camera
Security key
. o Use an external security key PaSSKeys
Email
Your passkeys allow you to sign in to this account.

. — + Add passkey

Data privacy

[ Sign in with a passkey K 1

Powered bv Hanko,io




E possivel usar FIDO passkeys hoje!

%

e Apple, Google e Microsoft ja oferecem ecossistema para uso de passkeys
e [iversos provedores de servicos permitem o uso de passkeys

o Habilite em sua conta Gmail https://g.co/passkeys

e E asuainstituicdo?

o O 3

iICloud 1 Password DocuSign

PayPal Google


https://g.co/passkeys

OBRIGADO(A)!

https://emersonmello.me

mello@ifsc.edu.br

GOVERNO FEDERAL

RNP MINISTERIO DA MINISTERIO DA  MINISTERIO DA MINISTERIO DAS  MINISTERIO DA cm"c':":;if::g;:: “ rl
Y .
CULTURA DEFESA SAUDE COMUNICAGOES EDUCAGAO E INOVAGAO | a [l

UUUUUUUUUUUUUUU GAO




